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1. Purpose: 

The purpose of this Procurement Management Plan is to establish a 
comprehensive, structured, transparent, secure, and governance-driven 
framework for acquiring all goods, services, construction works, technology 
systems, and professional expertise required for the successful execution of the 
National Currency Printing and Secure Banknote Production Facility (NCPBF) 
project. This plan serves as the authoritative reference governing how procurement 
activities are planned, executed, monitored, controlled, and closed throughout the 

project lifecycle. 

The NCPBF project represents a nationally strategic infrastructure investment with 
long-term institutional, financial, and security implications. Procurement within 
such an initiative is not merely a transactional process of acquiring materials or 
services; it is a governance-critical function that directly influences cost integrity, 
schedule predictability, operational capability, and national security protection. As 
such, procurement must be conducted under disciplined oversight, structured 
authority, and enhanced control mechanisms. 

Given the project’s high capital investment, procurement activities will involve 
significant financial commitments across construction works, secure vault 

engineering, advanced printing machinery, cybersecurity systems, and specialized 
technical services. The scale of these investments requires competitive sourcing, 
transparent evaluation processes, defensible pricing validation, and structured 
contract administration to protect public resources and ensure value realization. 
This Procurement Management Plan ensures that procurement decisions are 

aligned with approved budgets, risk assessments, and governance thresholds. 

The security-sensitive nature of the infrastructure further elevates procurement 
complexity. Certain technical specifications, facility layouts, cybersecurity 
configurations, and vendor identities may contain restricted information that must 
be carefully controlled. Procurement management within this project must 
therefore balance transparency and competitiveness with confidentiality and 
controlled disclosure. Access to sensitive documentation shall be limited to 
authorized personnel, and vendor selection processes must incorporate 
appropriate security screening and compliance verification measures. 
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The project’s complex technical integration—combining civil construction, 
mechanical systems, high-security printing machinery, digital monitoring 
platforms, cybersecurity frameworks, and operational control systems—requires 
procurement coordination across multiple specialized disciplines. Procurement 
planning must therefore ensure interoperability, compatibility, quality assurance, 
and phased delivery alignment. Structured procurement sequencing is essential to 
prevent integration conflicts, schedule disruption, and rework-related cost growth. 

Regulatory oversight requirements further reinforce the importance of disciplined 
procurement governance. All procurement activities must comply with applicable 
Central Bank regulations, national procurement laws, anti-corruption standards, 
financial governance policies, and audit requirements. Documentation integrity, 
segregation of duties, competitive bidding compliance, and transparent contract 

award processes are mandatory components of regulatory adherence. 

Procurement management must ensure fairness, competitiveness, confidentiality, 
accountability, and full alignment with approved project baselines. Fairness 
guarantees equal opportunity for qualified vendors. Competitiveness ensures 
market-driven pricing and value optimization. Confidentiality protects security-
sensitive information. Accountability ensures that every procurement decision is 
traceable and defensible. Alignment with approved scope, schedule, and cost 
baselines protects the integrity of project governance and prevents uncontrolled 
financial exposure. 

This Procurement Management Plan defines the structured procurement 
processes, authority hierarchies, contract selection strategies, vendor performance 
management mechanisms, security control protocols, financial safeguards, and 
compliance oversight frameworks necessary to deliver the project in a controlled 
and defensible manner. It establishes clear segregation of responsibilities between 
the Project Manager, Procurement Committee, PMO Finance Controller, Change 
Control Board, and Steering Committee to ensure that procurement decisions are 

transparent, authorized, and auditable. 

Ultimately, the purpose of this plan is to institutionalize procurement discipline as a 
strategic governance safeguard. In a nationally significant infrastructure project 
such as the NCPBF, procurement integrity directly affects financial sustainability, 
operational readiness, regulatory credibility, and national institutional trust. By 
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embedding structured processes, layered oversight, and enhanced security 
controls, this plan ensures that procurement execution supports not only project 
delivery but also long-term institutional governance maturity. 
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2. Procurement Objectives: 

The procurement objectives of the NCPBF project are designed to ensure that all 
acquisitions are executed with discipline, transparency, security awareness, and 
governance integrity. Procurement within this nationally strategic initiative 
extends beyond transactional purchasing; it is a structural mechanism for 
protecting public investment, safeguarding sensitive infrastructure, and ensuring 
operational readiness over the long term. 

Each objective below reflects a critical dimension of procurement governance 
maturity and aligns with the project’s financial, security, regulatory, and 

operational requirements. 

Ensure Competitive and Transparent Vendor Selection 

A primary objective of procurement management within the NCPBF project is to 

ensure competitive and transparent vendor selection processes. Competitive 
procurement promotes fair market pricing, discourages favoritism, and 
strengthens institutional credibility. Transparent evaluation mechanisms—
supported by predefined criteria, documented scoring matrices, and formal 
approval workflows—ensure that vendor selection decisions are defensible and 
auditable. 

Where full open competition is not feasible due to security classification or 
specialized technical requirements, exceptions must be formally justified and 
approved through governance channels. Even in restricted procurement 
scenarios, fairness, documentation integrity, and objective evaluation standards 
shall be preserved. 

Acquire High-Quality Goods and Services Aligned with Technical Specifications 

The NCPBF project involves complex engineering, specialized printing machinery, 
secure vault systems, and advanced cybersecurity infrastructure. Procurement 
must ensure that acquired goods and services fully align with approved technical 
specifications, performance requirements, integration standards, and quality 
benchmarks. 

This objective requires: 

 Clear and precise specification development 
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 Technical compliance verification 

 Multi-stage validation and inspection 

 Vendor capability assessment 

Acquiring high-quality deliverables reduces rework, mitigates operational risk, 

and protects long-term infrastructure performance. 

Protect Sensitive Information and National Security Interests 

Given the security-sensitive nature of the facility, procurement processes must 
protect confidential technical data, vendor identities, pricing structures, 

cybersecurity configurations, and vault engineering details. 

This objective includes: 

 Restricted disclosure of classified specifications 

 Secure storage of bid documentation 

 Role-based access control to procurement records 

 Vendor background verification (where required) 

 Non-disclosure agreements for participating vendors 

Procurement management must balance transparency with controlled 
confidentiality to protect national security interests. 

Ensure Contract Performance Discipline 

Contract performance discipline is essential to maintaining schedule 
predictability and financial stability. Procurement management must ensure that 
vendors meet their contractual obligations regarding scope, quality, timeline, and 

security compliance. 

This objective is supported by: 

 Milestone-based payment structures 

 Performance bonds and guarantees 

 Retention clauses 

 Formal contract administration processes 
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 Structured change order management 

Strong contract discipline minimizes disputes, reduces financial exposure, and 
enhances execution reliability. 

Control Procurement-Related Financial Exposure 

Procurement represents one of the largest financial risk areas within the NCPBF 
project. The plan must ensure that procurement commitments remain aligned 
with approved budget allocations and do not exceed financial thresholds without 
authorization. 

Financial exposure control includes: 

 Budget verification prior to contract award 

 Structured change impact financial analysis 

 Contingency impact review 

 Dual authorization for high-value disbursements 

 Escalation thresholds for cost deviations 

This objective protects baseline integrity and safeguards institutional fiscal 
responsibility. 

Integrate Procurement with Cost, Schedule, and Risk Management 

Procurement activities must be fully integrated with project cost control, schedule 

management, configuration management, and risk management frameworks. 

This integration ensures: 

 Alignment of procurement timelines with construction sequencing 

 Synchronization between machinery delivery and installation readiness 

 Risk-informed contract structuring 

 Earned Value performance integration 

 Controlled change management 

Procurement cannot operate in isolation; it must function as a coordinated 
governance component within the overall project ecosystem. 



 
 

 

www.lazulipmic.com  
Note: This is a template provided for learning purposes only.  

Page 9 of 78 

Maintain Full Audit and Regulatory Compliance 

Procurement within the NCPBF project must comply with all applicable Central 
Bank policies, national procurement regulations, financial governance standards, 

and audit requirements. 

Compliance objectives include: 

 Complete documentation retention 

 Traceability to approved baselines 

 Conflict of interest declarations 

 Anti-corruption safeguards 

 Structured evaluation documentation 

 Audit trail logging 

Compliance discipline protects institutional credibility and supports regulatory 

oversight. 

Support Long-Term Operational Sustainability 

Procurement decisions must consider not only immediate project delivery but 
also long-term operational sustainability. Infrastructure durability, maintenance 
requirements, vendor support agreements, warranty conditions, and lifecycle cost 

implications must be evaluated during procurement planning. 

Sustainability considerations include: 

 Spare parts availability 
 Vendor technical support capability 
 Training provisions 
 Lifecycle cost analysis 

 Warranty enforcement mechanisms 

By incorporating sustainability into procurement decision-making, the project 

ensures that infrastructure investments remain operationally viable beyond 
construction completion. 
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3. Procurement Scope: 

The Procurement Scope of the NCPBF project defines the full range of goods, 
services, works, systems, and professional expertise required to design, construct, 
equip, secure, integrate, and operationalize the National Currency Printing and 
Secure Banknote Production Facility. This scope reflects the multi-disciplinary, 
high-security, and capital-intensive nature of the project and establishes the 
structured categories under which procurement planning, contracting, and 

vendor management activities shall be executed. 

Procurement activities under this project include, but are not limited to, the 

following categories: 

3.1 Construction Procurement 

Construction procurement represents one of the most capital-intensive 
components of the project and involves the acquisition of works necessary to 

deliver a secure, resilient, and operationally ready facility. 

Civil Works 

Includes site preparation, excavation, foundation works, reinforced concrete 
structures, road access, drainage systems, and structural reinforcement designed 
to meet security and durability requirements. 

Structural Engineering 

Covers structural framework development, load-bearing design implementation, 
seismic reinforcement (if applicable), blast-resistant design integration, and 

compliance with engineering codes. 

Vault Construction 

Includes specialized reinforced structures, high-security vault rooms, secure 
storage compartments, hardened walls, vault doors, locking systems, and 
environmental stabilization features required for secure currency storage and 
processing. 

Utility Infrastructure 
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Includes water supply systems, drainage, power supply infrastructure, backup 
generators, UPS systems, fuel storage systems, and utility redundancy 
mechanisms required for uninterrupted operations. 

Mechanical & Electrical Systems 

Includes HVAC systems, climate control, fire suppression systems, electrical 

distribution networks, lighting systems, and facility automation components. 

Construction procurement must be aligned with approved design baselines and 
security zoning plans. 

3.2 Machinery Procurement 

Machinery procurement involves acquisition of highly specialized and security-

sensitive equipment required for currency production and handling operations. 

Secure Printing Machines 

Includes high-security currency printing presses, advanced offset printing 

systems, intaglio printing units, and integrated production control systems. 

Serial Numbering Systems 

Includes automated numbering systems capable of ensuring unique 

identification and traceability of printed currency batches. 

Inspection Systems 

Includes automated quality inspection machines, defect detection systems, and 

compliance validation equipment ensuring product integrity. 

Packaging and Handling Systems 

Includes automated bundling, packaging, counting, and handling systems 
designed to support secure storage and distribution. 

Calibration and Testing Equipment 

Includes technical calibration tools, precision testing devices, and validation 

instruments required for machinery performance assurance. 

Machinery procurement shall include factory acceptance testing (FAT), 
installation supervision, and commissioning validation requirements. 
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3.3 Security Infrastructure 

Security infrastructure procurement ensures protection of physical assets, 

personnel, and operational processes. 

Perimeter Security Systems 

Includes fencing, barriers, controlled entry points, vehicle screening systems, and 

anti-intrusion perimeter technologies. 

Surveillance Equipment 

Includes CCTV cameras, centralized monitoring systems, recording devices, 

analytics-enabled surveillance platforms, and monitoring consoles. 

Biometric Access Control Systems 

Includes fingerprint scanners, facial recognition systems, secure card access 
devices, identity verification platforms, and centralized identity management 

systems. 

Intrusion Detection Systems 

Includes alarm systems, motion detectors, tamper detection mechanisms, and 
integrated security response interfaces. 

Security infrastructure procurement must align with approved security 

architecture design and classification levels. 

3.4 Technology & Cybersecurity Systems 

Technology procurement ensures secure digital operations, data protection, and 
systems integration. 

Secure Servers and Data Center Equipment 

Includes secure rack systems, server hardware, network switches, storage arrays, 

backup systems, and environmental control infrastructure for IT operations. 

Cybersecurity Software 

Includes intrusion detection software, SIEM systems, endpoint protection, 

vulnerability management tools, and threat intelligence platforms. 

Encryption Systems 
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Includes data encryption tools, secure communication encryption modules, 

cryptographic key management systems, and secure transaction platforms. 

Monitoring Dashboards 

Includes real-time operational dashboards, executive reporting systems, KPI 
monitoring tools, and system performance analytics platforms. 

Integration Platforms 

Includes middleware solutions, system integration interfaces, ERP linkage 
modules, and API connectivity systems connecting machinery, security systems, 

and financial platforms. 

Technology procurement shall ensure compatibility, interoperability, and lifecycle 

maintainability. 

3.5 Professional Services 

Professional services procurement ensures technical excellence, compliance 

assurance, and quality validation across all project phases. 

Engineering Consultants 

Provide structural validation, design assurance, technical review, construction 

supervision, and performance verification. 

Security Advisors 

Advise on vault engineering standards, security zoning compliance, risk mitigation 

measures, and security system integration. 

IT Integration Specialists 

Support systems integration, network architecture design, cybersecurity 
configuration, and operational technology deployment. 

Compliance Auditors 

Conduct independent audits to ensure regulatory adherence, financial 

compliance, procurement transparency, and governance discipline. 

Professional services contracts shall include clear scopes of work, deliverable 
definitions, and performance accountability clauses. 
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4. Procurement Governance Structure: 

Procurement activities within the NCPBF project shall be governed by a structured, 
tiered oversight model designed to ensure transparency, accountability, financial 
discipline, regulatory compliance, and protection of security-sensitive 
information. Given the strategic importance and capital intensity of the project, 
procurement governance must operate under clearly defined authority levels 
with enforced segregation of duties and formal escalation pathways. 

This tiered structure ensures that procurement decisions are made at appropriate 
authority levels while maintaining executive visibility over high-value contracts, 

security-sensitive acquisitions, and financial exposure thresholds. 

Project Manager 

The Project Manager is responsible for operational procurement leadership and 

alignment with project baselines. While not serving as the sole approving 
authority for contracts, the Project Manager plays a critical role in initiating and 

monitoring procurement activities. 

Responsibilities include: 

 Identifying procurement needs based on approved Scope Baseline 

 Ensuring procurement requests align with technical specifications 

 Confirming integration with schedule sequencing 

 Coordinating with engineering and technical teams for specification clarity 

 Monitoring vendor performance during contract execution 

 Reporting procurement risks to governance bodies 

The Project Manager ensures that procurement supports project objectives and 
remains aligned with cost, schedule, configuration, and risk management 
frameworks. 

Procurement Committee 

The Procurement Committee serves as the primary oversight body for vendor 

selection, contract approval, and procurement strategy validation. 

Responsibilities include: 
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 Approving procurement strategies and sourcing approaches 

 Reviewing solicitation documentation prior to release 

 Evaluating bid submissions based on predefined criteria 

 Validating pricing compliance and market competitiveness 

 Reviewing technical evaluation reports 

 Authorizing contract awards within delegated thresholds 

 Ensuring compliance with procurement policies and regulatory standards 

The Procurement Committee ensures objective vendor selection and protects 
against pricing irregularities, favoritism, and contractual imbalance. 

PMO Finance Controller 

The PMO Finance Controller provides independent financial oversight of 

procurement commitments. 

Responsibilities include: 

 Verifying alignment of proposed contracts with approved Cost Baseline 

 Reviewing financial impact of procurement-related change orders 

 Validating milestone-based payment schedules 

 Monitoring cumulative financial exposure by contract 

 Ensuring procurement payments adhere to approval thresholds 

 Reporting financial exposure trends to governance bodies 

This independent financial review strengthens fiscal discipline and protects 
baseline integrity. 

Steering Committee 

The Steering Committee holds executive-level procurement authority for high-

value, strategic, or exception-based acquisitions. 

Responsibilities include: 

 Approving high-value or security-critical contracts 
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 Authorizing sole-source or restricted procurement exceptions 

 Approving major contract modifications 

 Authorizing utilization of management reserve for procurement-related 

cost impact 

 Providing strategic direction in complex procurement negotiations 

The Steering Committee ensures that procurement decisions affecting national 
security, institutional reputation, or capital sustainability receive executive-level 
scrutiny. 

Segregation of Duties 

Segregation of duties is mandatory within the procurement governance 
framework to prevent conflicts of interest, financial misconduct, or unauthorized 

commitments. 

Under no circumstances shall: 

 The same individual initiate, evaluate, and approve a procurement. 

 Financial approval be granted without independent review. 

 Deliverable verification be performed solely by the contract originator. 

 Contract negotiation and payment authorization be controlled by one 

authority. 

Segregation of responsibilities between technical evaluation, financial review, 
contract authorization, and payment approval reduces fraud risk and strengthens 
governance transparency. 

Escalation Thresholds 

Procurement-related decisions exceeding predefined thresholds shall be 

escalated as follows: 

 Moderate-value contracts → Procurement Committee approval 

 High-value contracts → Steering Committee approval 

 Security-sensitive contracts → Executive security review 
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 Significant financial impact → CCB financial impact review 

These thresholds ensure proportional oversight and structured governance 
control. 

Contract Value Threshold Framework 

National Currency Printing and Secure Banknote Production Facility (NCPBF) 

Contract value thresholds define the financial authority levels required for 
procurement approval and escalation. These thresholds ensure proportional 
oversight, prevent unauthorized commitments, protect financial integrity, and 

strengthen governance transparency. 

The contract value shall be calculated based on: 

 Total contract price (including taxes) 

 All options and extensions 

 Lifecycle support obligations (if applicable) 

 Contingency allowances within contract 

 Currency-adjusted estimated value (if foreign vendor) 

The total contract exposure—not only initial payment—determines the approval 

threshold. 

Low-Value Contracts 

(Example Threshold: Up to 1% of Total Project Budget) 

These are routine, operational, or low-risk procurements. 

Examples: 

 Minor consultancy services 

 Low-value IT components 

 Maintenance equipment 

 Small facility works 

Approval Authority: 
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 Project Manager (within delegated authority) 

 PMO Finance Controller financial verification 

Requirements: 

 Budget alignment confirmation 

 Standard procurement documentation 

 At least three quotations (if applicable) 

No Steering Committee approval required. 

Medium-Value Contracts 

(Example Threshold: 1% – 5% of Total Project Budget) 

These contracts represent moderate financial exposure and may impact 

schedule or integration. 

Examples: 

 Sub-packages of construction 

 IT infrastructure contracts 

 Specialized service contracts 

 Security system components 

Approval Authority: 

 Procurement Committee approval required 

 PMO Finance Controller verification mandatory 

Requirements: 

 Competitive bidding process 

 Technical evaluation documentation 

 Financial comparison matrix 

 Risk assessment summary 

 Legal review (if applicable) 
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Steering Committee notified but not required to approve unless risk classification 

is high. 

High-Value Contracts 

(Example Threshold: 5% – 15% of Total Project Budget) 

These contracts represent significant capital commitment and may materially 

impact cost baseline or risk exposure. 

Examples: 

 Major construction packages 

 Vault engineering contracts 

 Large IT system deployments 

 Major integration contracts 

Approval Authority: 

 Procurement Committee recommendation 

 Steering Committee approval mandatory 

Additional Requirements: 

 Full technical and financial due diligence 

 Independent cost benchmarking 

 Security review (if applicable) 

 Financial risk assessment 

 Contract risk allocation review 

 Performance bond requirement 

Formal documentation required for governance record. 

Strategic / Critical Contracts 

(Example Threshold: Above 15% of Total Project Budget OR Security-Critical 
Regardless of Value) 

These contracts are either financially significant or strategically sensitive. 
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Examples: 

 Currency printing machinery procurement 

 Core vault system contract 

 Central cybersecurity platform 

 Facility master construction contract 

Approval Authority: 

 Steering Committee formal resolution 

 Executive endorsement (if required) 

 Legal and compliance validation 

 Security board clearance 

Additional Controls: 

 Independent technical advisor review 

 Financial stress testing 

 Lifecycle cost analysis 

 Enhanced vendor due diligence 

 Restricted document access 

 Executive sign-off prior to award 

These contracts are treated as governance-critical. 

Exception-Based Procurement 

If procurement is: 

 Sole-source 

 Emergency-based 

 Security-restricted 

 International strategic vendor 

Then regardless of contract value: 



 
 

 

www.lazulipmic.com  
Note: This is a template provided for learning purposes only.  

Page 21 of 78 

Steering Committee approval is required. 

Formal justification must include: 

 Market analysis 

 Risk exposure explanation 

 Financial impact statement 

 Security justification (if applicable) 
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5. Procurement Strategy: 

5.1 Strategic Procurement Philosophy 

Procurement strategy within the NCPBF project is designed as a governance-
controlled, risk-informed, and security-aware acquisition framework that ensures 
value realization while protecting national institutional interests. 

Unlike routine infrastructure programs, the NCPBF project operates at the 
intersection of: 

 National economic sovereignty 

 High-security infrastructure 

 Sensitive technical systems 

 Large-scale capital deployment 

 Multi-phase execution complexity 

Therefore, procurement decisions must reflect not only cost efficiency but also 
security integrity, lifecycle sustainability, integration stability, and regulatory 

defensibility. 

The procurement strategy for this project is therefore guided by five core strategic 

principles: 

1. Proportional oversight aligned with financial magnitude 

2. Security sensitivity integrated into sourcing pathways 

3. Risk allocation clarity in contract design 

4. Lifecycle sustainability in vendor selection 

5. Full integration with cost, schedule, risk, and configuration management 

Procurement is treated as a structural governance mechanism, not merely a 

purchasing activity. 

5.2 Determinants of Procurement Strategy Selection 

Each procurement package shall undergo structured strategic assessment 
before sourcing approach selection. 
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A. Market Capability Assessment (Strategic Market Intelligence) 

Before initiating any major procurement, a formal market capability assessment 
shall be conducted to evaluate: 

 Number of capable vendors globally and regionally 

 Technical specialization maturity 

 Vendor financial stability 

 Supply chain robustness 

 Prior experience in secure facilities 

 Geopolitical exposure risks 

For example: 

 Currency printing machinery may be limited to a small number of 

internationally recognized vendors. 

 Vault engineering specialists may require international certification. 

 Cybersecurity vendors may need government-level accreditation. 

Where market competition is strong → competitive bidding preferred. 

Where vendor pool is limited → restricted or strategic sourcing considered. 

Market intelligence reduces pricing manipulation risk and supports defensible 
procurement decisions. 

B. Security Classification Level 

Security classification is a dominant strategic determinant in this project. 

Procurement packages shall be categorized into: 

 Standard (Non-sensitive) 

 Controlled (Limited disclosure) 

 Restricted (Security-sensitive) 

 Classified (Highly sensitive) 

Security classification determines: 
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 Vendor eligibility 

 Disclosure level of technical documents 

 Bid process openness 

 Evaluation committee composition 

 Contract confidentiality clauses 

 Data encryption requirements 

Security-sensitive procurement may require: 

 Non-disclosure agreements prior to bid access 

 Vendor background screening 

 On-site evaluation controls 

 Encrypted document transmission 

Security considerations may justify deviation from open competitive bidding 

when national security exposure outweighs competitive advantage. 

C. Risk Exposure Analysis 

Each procurement package shall be evaluated for risk exposure across: 

 Financial risk 

 Schedule risk 

 Integration risk 

 Operational risk 

 Reputational risk 

 Security risk 

High-risk procurements require: 

 Stronger contractual protections 

 Performance guarantees 

 Risk-sharing clauses 
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 Insurance requirements 

 Escalated approval thresholds 

Risk-informed procurement reduces downstream contract disputes and protects 

baseline integrity. 

D. Contract Complexity 

Complexity assessment includes: 

 Technical integration dependency 

 Multi-phase delivery sequencing 

 Interface management requirements 

 Customization degree 

 Lifecycle service requirements 

Complex contracts may require: 

 Two-stage bidding (technical pre-qualification followed by financial 

proposal) 

 Negotiated procurement approach 

 Multi-lot contract structuring 

 Integrated project delivery model 

Low-complexity procurements may follow standard competitive bidding 

procedures. 

E. Schedule Urgency and Critical Path Impact 

Procurement directly impacts schedule performance. 

If a procurement item lies on the critical path: 

 Early vendor engagement may be required 

 Pre-award activities may begin during design phase 

 Advance technical clarifications may be conducted 

However, urgency shall not bypass governance thresholds. 
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Emergency procurement must include formal documentation, risk justification, 

and executive endorsement. 

F. Financial Threshold Alignment 

Procurement strategy must align with defined contract value thresholds. 

Higher financial exposure → stronger governance oversight. 

For example: 

 Major vault construction contract → Steering Committee level 

 Minor IT hardware purchase → Project Manager level 

Financial magnitude influences approval hierarchy and evaluation depth. 

5.3 Procurement Methods – Detailed Strategic Application 

1. Competitive Bidding (Default Approach) 

Competitive bidding shall be the preferred method where: 

 Market competition exists 

 Security exposure is manageable 

 Technical specifications are clearly defined 

Benefits: 

 Market-driven pricing 

 Transparent vendor comparison 

 Reduced corruption risk 

 Audit defensibility 

Competitive bidding may be: 

 Open International Tender 

 Open National Tender 

 Pre-qualified Competitive Tender 

Evaluation shall include weighted scoring (e.g., 60% technical / 40% financial). 



 
 

 

www.lazulipmic.com  
Note: This is a template provided for learning purposes only.  

Page 27 of 78 

2. Restricted Bidding (Security-Sensitive Application) 

Restricted bidding shall be applied when: 

 Procurement involves classified facility components 

 Vendor pool is limited to security-cleared firms 

 Disclosure risk is high 

Restricted bidding ensures: 

 Controlled technical disclosure 

 Reduced security exposure 

 Targeted vendor engagement 

Restricted procurement must include documented security justification. 

3. Sole-Source Procurement (Exception-Based) 

Sole-source procurement may only be used when: 

 Only one vendor possesses required proprietary technology 

 Integration compatibility demands vendor continuity 

 Time-critical operational risk exists 

 Vendor intellectual property restricts competition 

Formal justification must include: 

 Market capability assessment 

 Financial impact analysis 

 Risk exposure documentation 

 Steering Committee approval 

Sole-source procurement is an exception, not a norm. 

4. Framework Agreements 

Framework agreements may be adopted for: 

 Maintenance services 
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 Multi-year support contracts 

 Repetitive standardized equipment purchases 

Benefits: 

 Pricing stability 

 Administrative efficiency 

 Faster procurement cycle 

Framework contracts must still respect financial thresholds and approval levels. 

5.4 Integration with Governance Ecosystem 

Procurement strategy must align with: 

 Cost Baseline protection 

 Change Control procedures 

 Risk Register exposure mitigation 

 Configuration control discipline 

 Financial Management Plan 

 Security Governance Framework 

Procurement cannot function independently; it is structurally integrated with the 

project’s governance architecture. 

5.5 Strategic Risk Allocation in Contracts 

Each procurement contract shall clearly define: 

 Risk transfer allocation 

 Liability limitations 

 Performance guarantees 

 Warranty coverage 

 Penalty clauses 

 Insurance requirements 
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Risk allocation must reflect: 

 Vendor capability 

 Project exposure 

 Market norms 

 Security sensitivity 

Improper risk allocation can lead to financial instability and disputes. 

5.6 Governance Safeguards Against Manipulation 

To preserve integrity: 

 Contracts may not be artificially split to bypass thresholds 

 Evaluation criteria must be published before bid opening 

 Conflict of interest declarations required 

 All procurement decisions documented and archived 

 Independent financial verification required 

Transparency strengthens audit defensibility. 

5.7 Lifecycle Sustainability Consideration 

Procurement strategy shall evaluate long-term operational implications: 

 Spare parts availability 

 Maintenance cost 

 Vendor support capability 

 Technology obsolescence risk 

 Upgrade pathways 

Short-term cost savings must not compromise long-term operational 

sustainability. 
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6. Procurement Planning Process: 

The Procurement Planning Process establishes a structured, traceable, and 
governance-controlled methodology for acquiring all goods, services, works, and 
systems required for the NCPBF project. Given the project’s national strategic 
importance, high capital intensity, technical complexity, and security-sensitive 
components, procurement planning must operate under disciplined oversight 
and strict alignment with approved baselines. 

This process ensures that procurement decisions are technically justified, 
financially validated, risk-informed, security-classified where required, and 
formally authorized before market engagement occurs. Each step serves as a 
control checkpoint to protect baseline integrity and prevent unauthorized 
commitments. 

1. Procurement Need Identification 

Procurement planning begins with formal identification of the requirement. Each 
procurement need must be directly traceable to an approved Work Breakdown 

Structure (WBS) element and Scope Baseline component. 

This step includes: 

 Verification that the requirement is within approved project scope 

 Confirmation that the deliverable aligns with technical design 

documentation 

 Review of configuration baseline references 

 Assessment of integration dependencies 

No procurement action shall proceed unless the need is documented and 

validated against approved project baselines. 

2. Make-or-Buy Analysis 

A formal Make-or-Buy analysis shall be conducted to determine whether the 
required deliverable should be internally developed or externally procured. 

This analysis evaluates: 

 Internal technical capability 
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 Cost comparison between in-house and outsourced delivery 

 Schedule implications 

 Resource capacity 

 Security sensitivity 

 Long-term operational sustainability 

Given the specialized nature of currency printing machinery and vault 
engineering systems, most major technical components are expected to require 
external procurement. The justification for outsourcing shall be documented. 

3. Specification Development 

Clear and comprehensive technical specifications shall be developed prior to 
solicitation. Specifications must be sufficiently detailed to minimize ambiguity and 
prevent scope disputes. 

Specifications shall include: 

 Functional requirements 

 Performance standards 

 Quality expectations 

 Compliance requirements 

 Interface requirements 

 Security classification level 

For security-sensitive procurements, disclosure levels must be defined to control 
access to sensitive information. 

Incomplete or immature specifications significantly increase the risk of change-
driven cost growth; therefore, specification maturity is a critical planning 

requirement. 

4. Budget Verification 
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Prior to solicitation release, financial validation is mandatory. Budget verification 
confirms that sufficient funds are available within the approved Cost Baseline and 
that the procurement falls within authorized financial thresholds. 

This includes: 

 Confirmation of control account allocation 

 Financial exposure analysis 

 Review of contingency availability 

 Verification of funding schedule alignment 

Procurement shall not proceed if funding is not formally confirmed. 

5. Risk Assessment 

A procurement-specific risk assessment shall be conducted to identify financial, 
operational, schedule, integration, and security risks associated with the proposed 

acquisition. 

Risk assessment shall consider: 

 Vendor capability risk 

 Market volatility 

 Security exposure 

 Schedule criticality 

 Contract complexity 

 Integration dependency 

High-risk procurements may require enhanced contractual safeguards, 

performance bonds, or escalated governance review. 

6. Procurement Strategy Approval 

Based on market analysis, risk exposure, financial magnitude, and security 
classification, the appropriate procurement strategy shall be selected and 

formally approved. 

Available strategies may include: 
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 Competitive bidding 

 Restricted bidding 

 Sole-source procurement (with formal justification) 

 Framework agreements 

Strategy selection must be documented and approved at the appropriate 

authority level according to financial thresholds. 

7. Solicitation Preparation 

Solicitation documentation must be comprehensive, clear, and aligned with 

approved specifications and evaluation criteria. 

Solicitation packages shall include: 

 Instructions to bidders 

 Detailed technical specifications 

 Predefined evaluation criteria 

 Contract terms and conditions 

 Security compliance requirements 

 Pricing format template 

Evaluation criteria must be established prior to issuance to preserve fairness and 

transparency. 

8. Bid Evaluation 

Bid evaluation shall be conducted by a formally appointed evaluation committee 

with defined roles and responsibilities. 

Evaluation shall include: 

 Technical compliance assessment 

 Financial proposal comparison 

 Vendor capability review 

 Risk assessment review 
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 Security screening (if applicable) 

Evaluation results shall be documented in a formal Bid Evaluation Report with 
clear justification for the recommended award. 

9. Contract Award 

Contract award requires formal approval based on financial thresholds and 

governance structure. 

Prior to award, the following must be completed: 

 Financial validation by PMO Finance Controller 

 Legal review of contract terms 

 Procurement Committee endorsement 

 Steering Committee approval for high-value or strategic contracts 

The signed contract must include clearly defined deliverables, milestones, 

performance guarantees, and change management provisions. 

10. Contract Administration 

Contract administration ensures that vendor performance is monitored and 
aligned with contractual obligations. 

This phase includes: 

 Milestone monitoring 

 Deliverable verification 

 Quality inspection 

 Security compliance confirmation 

 Change order management 

 Payment validation 

Contract administration must remain integrated with cost control, risk 
management, and configuration management processes. 

11. Contract Closure 
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Contract closure formally concludes procurement obligations and ensures that 

all contractual commitments are fulfilled. 

Closure activities include: 

 Final deliverable acceptance 

 Settlement of outstanding invoices 

 Release of retention or performance bonds 

 Warranty documentation verification 

 Archival of contract documentation 

 Documentation of procurement lessons learned 

Formal closure prevents residual financial or legal exposure. 

Baseline Alignment Requirements 

All procurement planning activities must remain aligned with: 

 Scope Baseline 

 Cost Baseline 

 Configuration Management Plan 

 Security Classification Controls 

No procurement action may introduce scope expansion, financial 
overcommitment, or security exposure without formal change control approval. 
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7. Contract Types: 

The selection of contract type within the NCPBF project shall be determined based 
on risk allocation, scope clarity, technical complexity, financial exposure, and 
integration dependency. Contract structuring is a critical governance decision 
that directly influences financial stability, schedule predictability, performance 
accountability, and risk transfer balance between the project owner and the 
vendor. 

Given the strategic importance and security-sensitive environment of this project, 
contract type selection must be deliberate, documented, and aligned with risk 
management principles. Each contract form transfers risk differently and 
therefore must be selected in accordance with the nature of the procurement 
package and the maturity of specifications. 

Fixed Price (Lump Sum) Contracts 

Overview 

Fixed Price contracts establish a predetermined total price for a clearly defined 
scope of work. Under this structure, the vendor assumes the majority of cost risk 

associated with delivering the agreed deliverables within the contracted amount. 

Appropriate Use Cases 

Fixed Price contracts are typically used for: 

 Construction works 

 Vault construction packages 

 Civil and structural works 

 Mechanical and electrical system installations 

 Clearly defined equipment supply 

 Standardized deliverables with minimal design uncertainty 

Rationale for Use 

This contract type is appropriate where: 

 Technical specifications are complete and mature 
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 Scope is stable and unlikely to change 

 Deliverables are clearly measurable 

 Integration dependencies are limited 

 Market competition exists 

The Fixed Price model incentivizes vendor efficiency and cost discipline, as the 

vendor bears the risk of cost overruns unless changes are formally approved. 

Risk Allocation 

Under Fixed Price: 

 Vendor assumes cost overrun risk 

 Project retains risk related to scope changes or design modifications 

 Change-driven cost growth must follow formal change control 

This contract type supports strong budget predictability when scope maturity is 

high. 

Cost-Reimbursable Contracts 

Overview 

Cost-Reimbursable contracts compensate the vendor for allowable incurred 

costs plus an agreed fee (fixed fee, incentive fee, or award fee). This model 
transfers less financial risk to the vendor and is appropriate where scope 
uncertainty exists. 

Appropriate Use Cases 

Cost-Reimbursable contracts may be used for: 

 Specialized technical services 

 Security advisory services 

 Design consultancy 

 Complex system engineering 

 Early-phase architectural development 
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 High-complexity advisory roles 

Rationale for Use 

This contract type is suitable when: 

 Requirements are evolving 

 Scope cannot be fully defined at the outset 

 Technical innovation is required 

 Vendor expertise is critical 

 Security-sensitive advisory functions require flexibility 

Cost-Reimbursable contracts enable flexibility in complex or exploratory phases 
where precise cost estimation is impractical. 

Risk Allocation 

Under Cost-Reimbursable: 

 Project assumes greater cost risk 

 Vendor assumes performance and technical quality risk 

 Financial oversight must be strong 

 Cost monitoring must be continuous 

Enhanced financial controls and audit mechanisms are required to prevent cost 
escalation. 

Time and Material (T&M) Contracts 

Overview 

Time and Material contracts compensate vendors based on agreed labor rates 
and material costs. This structure is typically used for services where the exact 

scope of work may vary but labor rates can be predefined. 

Appropriate Use Cases 

T&M contracts may be used for: 

 IT integration services 
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 Cybersecurity configuration support 

 Systems troubleshooting 

 Technical support roles 

 Short-term expert assignments 

Rationale for Use 

T&M contracts are appropriate when: 

 Scope is flexible or iterative 

 Duration is uncertain 

 Work involves ongoing technical adjustment 

 Rapid response capability is needed 

In the NCPBF project, IT system integration and cybersecurity configuration may 
require phased or iterative effort, making T&M appropriate under defined controls. 

Risk Allocation 

Under T&M: 

 Project assumes cost risk related to duration 

 Vendor assumes performance responsibility 

 Cost ceilings should be defined 

 Payment monitoring must be disciplined 

T&M contracts must include clear not-to-exceed limits to control financial 

exposure. 

Contract Type Selection Criteria 

The selection of contract type shall consider: 

 Scope definition maturity 

 Risk exposure level 

 Market conditions 
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 Financial threshold category 

 Security sensitivity 

 Schedule criticality 

 Integration complexity 

 Lifecycle support requirements 

No contract type shall be selected without documented justification referencing 

risk allocation analysis. 

Risk Transfer Balance 

Contract structuring within the NCPBF project must aim for balanced risk transfer. 
Excessive risk transfer to vendors may inflate pricing or reduce vendor 
participation. Insufficient risk transfer to vendors may expose the project to 
uncontrolled cost growth. 

Balanced contracts: 

 Align incentives 

 Protect financial stability 

 Support schedule discipline 

 Ensure quality performance 

 Maintain governance defensibility 

Risk transfer decisions shall be reviewed during procurement strategy approval. 

Governance and Control Considerations 

Regardless of contract type: 

 Change management clauses must be clearly defined 

 Payment milestones must be measurable 

 Security compliance obligations must be embedded 

 Performance guarantees must be considered for high-value contracts 

 Financial thresholds must dictate approval authority 



 
 

 

www.lazulipmic.com  
Note: This is a template provided for learning purposes only.  

Page 41 of 78 

All contracts must align with: 

 Scope Baseline 

 Cost Baseline 

 Risk Management Plan 

 Security Classification Controls 

 Financial Management Plan 
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8. Security-Sensitive Procurement Controls: 

Given the national strategic importance and high-security environment of the 
NCPBF project, procurement activities involving sensitive infrastructure, technical 
systems, and operational configurations must operate under enhanced security 
controls. Security-sensitive procurement is not merely a purchasing function; it is 

an extension of national security governance and institutional risk protection. 

Security-sensitive procurement controls are designed to prevent unauthorized 
disclosure of critical information, reduce exposure to external threats, safeguard 
technical integrity, and ensure that vendor participation does not compromise 

facility confidentiality or operational resilience. 

Classification of Technical Specifications 

Technical specifications related to vault engineering, secure printing machinery, 

encryption systems, cybersecurity architecture, and access control systems shall 
be formally classified in accordance with the project’s security classification 

framework. 

Classification requirements include: 

 Designation of security level (e.g., Controlled, Restricted, Classified) 

 Limitation of document access to authorized personnel only 

 Controlled distribution of technical drawings and system architecture 

 Prohibition of public disclosure of sensitive details 

Classified procurement documentation shall not be included in open-access 
tender platforms and shall be transmitted through secure, encrypted channels 
only. 

Restricted Vendor Access to Facility Design Documents 

Vendor access to facility layout drawings, security zoning maps, and operational 

workflow diagrams shall be strictly controlled. 

Access restrictions shall include: 

 Distribution of redacted design packages when feasible 

 Need-to-know access limitation 
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 Formal non-disclosure agreements prior to document release 

 Logging of document access events 

 Controlled on-site design reviews under supervision 

Vendors shall receive only the minimum technical detail necessary to prepare 

compliant proposals. 

Encryption and Secure Storage of Contract Documentation 

All procurement documentation related to security-sensitive components shall 
be stored within a controlled repository equipped with: 

 Role-based access control 

 Multi-factor authentication 

 Encrypted file storage 

 Audit trail logging 

 Secure backup and redundancy 

Electronic transmission of classified procurement documentation shall utilize 
encrypted communication channels. Sensitive contract documentation shall not 
be stored in personal email accounts or unsecured storage devices. 

Security-Cleared Bid Evaluation Committees 

Bid evaluation committees responsible for reviewing security-sensitive 
procurement packages shall include personnel who meet defined security 

clearance standards. 

Committee composition requirements include: 

 Technical experts with security clearance 

 Independent financial review members 

 Security governance representation 

 Conflict-of-interest declarations 
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Evaluation deliberations for classified procurements shall be conducted in 
controlled environments with documented attendance and secure storage of 
evaluation records. 

Confidential Handling of Sensitive Vendor Identities 

For certain strategic procurements, particularly involving currency printing 
machinery, encryption technologies, or specialized vault systems, vendor 

identities may themselves require confidential handling. 

Confidential vendor handling may include: 

 Restricted publication of vendor shortlists 

 Controlled communication channels 

 Confidential negotiation sessions 

 Limited disclosure of awarded contract details 

These measures protect both the vendor and the institution from potential 

external security exposure. 

Security Compliance Prior to Contract Award 

No contract involving security-sensitive systems shall be awarded without formal 

confirmation of vendor security compliance. 

Pre-award security compliance requirements may include: 

 Background checks of key vendor personnel 

 Verification of vendor facility security standards 

 Confirmation of cybersecurity practices 

 Review of supply chain integrity 

 Compliance with national security regulations 

Security clearance verification shall be documented prior to contract signature. 

Continuous Security Monitoring During Contract Execution 

Security-sensitive procurement controls extend beyond contract award. During 
contract execution: 
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 Vendor personnel access to facility shall be logged and supervised 

 Secure areas shall require escort protocols where necessary 

 Data access shall be restricted to defined system privileges 

 Information transfer shall follow encryption protocols 

Security compliance is continuous and not limited to the procurement phase. 

Governance and Audit Requirements 

Security-sensitive procurement activities shall be auditable and traceable. Audit 

mechanisms shall confirm: 

 Proper classification of documents 

 Controlled distribution records 

 Security clearance validation 

 Compliance with procurement governance thresholds 

 Absence of unauthorized disclosure incidents 

Any breach of security protocol shall trigger immediate escalation to executive 

governance and security oversight bodies. 

 

 

 

 

 

 

 

 

 

 



 
 

 

www.lazulipmic.com  
Note: This is a template provided for learning purposes only.  

Page 46 of 78 

9. Bid Evaluation Process:  

The Bid Evaluation Process within the NCPBF project establishes a structured, 
objective, transparent, and defensible framework for assessing vendor proposals. 
Given the project’s financial magnitude, technical complexity, and security 
sensitivity, bid evaluation must be conducted with rigor, documented discipline, 

and strict adherence to predefined criteria. 

Bid evaluation is a governance-controlled activity that ensures vendor selection is 
based on merit, technical capability, financial soundness, risk alignment, and 
compliance with security and regulatory standards. It must eliminate bias, 
prevent conflict of interest, and ensure that decisions are auditable and 

traceable. 

Evaluation criteria shall be fully defined and documented prior to solicitation 
release. No criteria may be introduced, modified, or re-weighted after proposal 
submission. 

9.1 Evaluation Governance Structure 

A formal Bid Evaluation Committee shall be appointed prior to proposal opening. 

The committee shall include: 

 Technical subject matter experts 

 Financial evaluation representatives 

 Procurement governance representatives 

 Security-cleared members (for classified procurements) 

All committee members shall: 

 Sign conflict-of-interest declarations 

 Maintain confidentiality of proposals 

 Adhere to documented evaluation procedures 

Evaluation deliberations shall be formally recorded and securely archived. 

9.2 Technical Compliance Assessment 
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Technical compliance assessment verifies that the bidder’s proposal meets the 
mandatory technical specifications and performance requirements outlined in 
the solicitation documents. 

This assessment includes: 

 Compliance with functional requirements 

 Conformance to engineering standards 

 System integration compatibility 

 Quality assurance approach 

 Security specification adherence 

 Lifecycle support capability 

Where required, bidders may be asked to provide: 

 Technical demonstrations 

 Clarification submissions 

 Reference designs 

 Implementation methodology details 

Non-compliant proposals shall be disqualified in accordance with predefined 

evaluation rules. 

Technical evaluation may utilize weighted scoring to differentiate between 
minimum compliance and superior technical merit. 

9.3 Financial Proposal Evaluation 

Financial evaluation assesses the pricing structure, cost realism, and financial 

stability of the bidder’s proposal. 

This includes: 

 Total evaluated price comparison 

 Cost breakdown analysis 

 Alignment with budget allocation 
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 Payment milestone structure review 

 Cost escalation provisions 

 Currency risk exposure analysis 

For long-term or complex contracts, lifecycle cost analysis shall be performed to 

evaluate: 

 Maintenance costs 

 Spare parts pricing 

 Warranty provisions 

 Operational support expenses 

Financial proposals shall be evaluated only after technical compliance has been 

confirmed, unless a two-envelope system dictates otherwise. 

9.4 Vendor Capability Review 

Vendor capability review evaluates the bidder’s organizational strength and 
ability to successfully deliver the contract. 

Assessment criteria may include: 

 Corporate experience in similar projects 

 Technical staff qualifications 

 Financial stability and creditworthiness 

 Project management capability 

 Supply chain reliability 

 Local support capacity 

Documentation may include: 

 Company registration certificates 

 Financial statements 

 Organizational structure 

 Key personnel resumes 
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 Resource allocation plans 

Vendor capability evaluation ensures delivery reliability and reduces performance 
risk. 

9.5 Past Performance Verification 

Past performance verification is conducted to assess the bidder’s historical 

reliability, contract discipline, and performance record. 

This includes: 

 Reference project verification 

 Client testimonials 

 Litigation or dispute history 

 Contract termination records 

 Performance bond claims history 

Where possible, independent reference checks shall be conducted to validate 
claims made in proposals. 

Past performance provides predictive insight into vendor reliability and risk 
exposure. 

9.6 Security Screening (If Applicable) 

For security-sensitive procurements, additional screening measures shall be 
applied. 

Security screening may include: 

 Background verification of key personnel 

 Review of vendor cybersecurity standards 

 Facility security validation 

 Supply chain risk assessment 

 Compliance with national security regulations 

Security clearance validation must be completed prior to award 
recommendation for classified contracts. 



 
 

 

www.lazulipmic.com  
Note: This is a template provided for learning purposes only.  

Page 50 of 78 

9.7 Evaluation Documentation and Transparency 

Evaluation transparency must be maintained while preserving confidentiality. 

To achieve this balance: 

 Evaluation criteria and scoring methodology shall be documented prior to 

solicitation release 

 All scoring sheets shall be retained 

 Evaluation summaries shall justify selection decisions 

 Non-sensitive award information may be disclosed publicly 

 Sensitive details shall remain restricted 

Transparency strengthens audit defensibility, while confidentiality protects 

sensitive information. 

9.8 Clarification and Negotiation Protocols 

If clarifications are required: 

 Questions shall be documented in writing 

 Responses shall be recorded and archived 

 No substantive scope modifications may occur outside formal change 

procedures 

Negotiations, if permitted by procurement strategy, must be: 

 Structured 

 Documented 

 Approved by appropriate authority 

 Consistent with evaluation rules 

9.9 Recommendation and Approval 

Upon completion of evaluation: 

 A formal Bid Evaluation Report shall be prepared 

 The report shall summarize technical, financial, and risk findings 
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 A recommendation for award shall be justified 

 Financial verification shall be completed 

 Approval authority shall be exercised according to contract value 

thresholds 

No contract shall be awarded without documented evaluation justification. 
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10. Contract Administration:  

Contract Administration within the NCPBF project establishes the structured 
framework for monitoring, controlling, and enforcing contractual obligations after 
contract award. Given the project’s high capital investment, technical integration 
complexity, and security-sensitive components, contract administration must 
function as a disciplined governance mechanism that ensures vendors perform 
in accordance with approved scope, schedule, cost, quality, and security 

requirements. 

Contract administration is not limited to payment processing; it is an ongoing 
oversight function that safeguards baseline integrity, mitigates execution risk, 
ensures compliance with security controls, and preserves institutional 
accountability. 

10.1 Milestone Monitoring 

Each contract shall include clearly defined milestones tied to measurable 

deliverables, schedule benchmarks, or performance outputs. 

Milestone monitoring includes: 

 Tracking progress against approved schedule 

 Verifying completion of contractual phases 

 Identifying early warning signs of delay 

 Escalating schedule variance when thresholds are exceeded 

 Aligning delivery sequencing with overall project master schedule 

Milestones shall be aligned with the Schedule Baseline and integrated into project 
reporting dashboards. Delays impacting critical path activities shall trigger risk 

review and governance escalation. 

10.2 Deliverable Verification 

Deliverable verification ensures that contractual outputs meet defined technical 
specifications, performance standards, and acceptance criteria before formal 

approval. 

Verification activities may include: 
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 Technical inspection and validation 

 Functional performance testing 

 Factory Acceptance Testing (FAT) 

 Site Acceptance Testing (SAT) 

 Documentation completeness review 

 Compliance validation against specifications 

Deliverable acceptance must be formally documented through signed 
acceptance certificates. No deliverable shall be considered complete without 

documented verification by authorized technical personnel. 

10.3 Quality Inspection 

Quality inspection ensures that materials, workmanship, systems, and services 
comply with contractual quality standards and applicable engineering codes. 

Quality oversight includes: 

 Inspection and Test Plans (ITP) 

 On-site inspections during construction 

 Material compliance validation 

 Independent engineering review where required 

 Non-conformance reporting procedures 

 Corrective action tracking 

Quality failures must be documented, corrected, and revalidated prior to 

acceptance. Persistent quality deficiencies may trigger contractual remedies. 

 

10.4 Security Compliance Review 

Given the secure nature of the NCPBF project, contract administration must 
include continuous security compliance monitoring. 

Security compliance review may include: 
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 Verification of adherence to classified technical specifications 

 Monitoring vendor access to restricted facility zones 

 Ensuring secure handling of technical documentation 

 Cybersecurity configuration validation 

 Background verification of vendor personnel (if required) 

 Confirmation of compliance with non-disclosure agreements 

Security non-compliance may result in contract suspension, penalty 

enforcement, or termination procedures. 

10.5 Change Order Management 

Any modification to scope, schedule, or cost under an active contract must follow 

formal Change Control procedures. 

Change order management includes: 

 Submission of formal Change Request 

 Impact analysis (cost, schedule, risk, security) 

 Review by Project Manager and Finance Controller 

 Approval by Change Control Board or Steering Committee (as applicable) 

 Contract amendment documentation 

 Baseline updates in Configuration Management system 

No informal or undocumented change shall be implemented. Unauthorized 

changes are strictly prohibited. 

10.6 Payment Validation 

Payment validation is a controlled financial process ensuring that disbursements 

are aligned with verified deliverables and contractual milestones. 

Payment validation requires: 

 Confirmation of milestone completion 

 Formal deliverable acceptance documentation 
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 Invoice verification against contract terms 

 Financial review by PMO Finance Controller 

 Approval within defined financial authority thresholds 

Advance payments, where permitted, must be supported by performance 

guarantees or bank securities. 

No payment shall be released without formal deliverable acceptance and 
documented financial verification. 

10.7 Performance Monitoring and Reporting 

Vendor performance shall be continuously monitored against contractual Key 
Performance Indicators (KPIs), which may include: 

 Schedule adherence 

 Quality compliance 

 Responsiveness 

 Security compliance 

 Defect resolution timelines 

Performance reports shall be generated periodically and escalated when 
performance falls below acceptable thresholds. 

10.8 Contract Documentation and Audit Readiness 

All contract administration records shall be: 

 Properly documented 

 Traceable to WBS elements 

 Linked to configuration baselines 

 Stored in controlled repository 

 Retained for audit period 

Audit readiness requires full documentation of: 

 Milestone approvals 
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 Payment certifications 

 Change orders 

 Inspection reports 

 Security compliance records 

10.9 Dispute Resolution and Remedies 

Contracts shall include defined dispute resolution mechanisms, such as: 

 Escalation procedures 

 Mediation clauses 

 Arbitration provisions 

 Legal recourse 

In cases of vendor non-performance, remedies may include: 

 Withholding of payment 

 Liquidated damages 

 Performance bond enforcement 

 Contract termination 

Dispute handling must be documented and aligned with contractual terms. 
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11. Procurement Risk Management: 

Procurement Risk Management within the NCPBF project establishes a structured 
and proactive framework for identifying, assessing, mitigating, monitoring, and 
controlling risks arising from procurement activities. Given the project’s national 
strategic importance, capital intensity, complex technical integration, and 
security-sensitive components, procurement risks represent a significant 
exposure to cost, schedule, operational readiness, and institutional credibility. 

Procurement risks must be integrated with the overall Project Risk Management 
Plan and shall be continuously reviewed throughout the procurement lifecycle—

from planning and solicitation through contract administration and closeout. 

11.1 Procurement Risk Identification 

Key procurement risks within the NCPBF project include, but are not limited to, the 

following: 

Vendor Non-Performance 

Risk that a selected vendor fails to meet contractual obligations in terms of scope, 
quality, schedule, or security compliance. Non-performance may result in project 

delays, cost overruns, or compromised deliverables. 

Supply Chain Disruption 

Risk of disruption due to geopolitical instability, logistics breakdown, export 
restrictions, material shortages, or transportation delays—particularly relevant for 
specialized currency printing machinery or security systems sourced 

internationally. 

Price Escalation 

Risk that market volatility, currency fluctuation, material inflation, or supply-
demand imbalance may increase costs beyond estimated budgets, especially 

for long-duration contracts. 

Confidentiality Breach 

Risk of unauthorized disclosure of sensitive technical specifications, facility 
designs, security configurations, or vendor identities, which could compromise 

national security interests. 
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Contract Disputes 

Risk of disagreement over scope interpretation, change orders, payment terms, 
performance obligations, or delay liability, potentially leading to legal claims or 

arbitration. 

11.2 Risk Assessment and Classification 

Each procurement risk shall be evaluated based on: 

 Probability of occurrence 

 Financial impact 

 Schedule impact 

 Operational impact 

 Security impact 

 Reputational impact 

Risks shall be categorized as Low, Moderate, High, or Critical, and appropriate 
mitigation strategies shall be proportionate to risk exposure level. 

High and Critical procurement risks shall be escalated to the PMO and, where 
necessary, to the Steering Committee. 

11.3 Risk Mitigation Measures 

To reduce procurement-related exposure, the following mitigation mechanisms 
shall be implemented: 

Performance Bonds 

For high-value or high-risk contracts, vendors shall provide performance bonds or 
bank guarantees to secure contractual obligations. Performance bonds provide 

financial protection in case of non-performance or contract termination. 

Retention Clauses 

A defined percentage of contract value shall be retained until final acceptance 

and warranty confirmation. Retention clauses incentivize vendor compliance and 
ensure correction of defects prior to final payment. 
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Security Guarantees 

For security-sensitive procurements, vendors shall provide: 

 Confidentiality agreements 

 Cybersecurity compliance certification 

 Background screening of personnel (where applicable) 

 Secure document handling commitments 

Security guarantees reduce exposure to confidentiality breaches. 

Multi-Stage Technical Validation 

For complex systems such as printing machinery or cybersecurity platforms, 
procurement shall incorporate multi-stage validation, including: 

 Factory Acceptance Testing (FAT) 

 Site Acceptance Testing (SAT) 

 Independent technical review 

 Performance benchmarking 

Multi-stage validation reduces technical failure risk. 

Independent Inspection 

Independent engineering inspection or third-party validation may be required for 
high-risk construction, vault systems, or specialized machinery. Independent 

inspection strengthens quality assurance and reduces dispute risk. 

11.4 Risk Transfer and Allocation in Contracts 

Contracts shall clearly define risk allocation to prevent ambiguity. Risk allocation 

mechanisms may include: 

 Liquidated damages clauses for schedule delays 

 Warranty obligations for quality defects 

 Insurance requirements 

 Escalation clauses for price volatility 
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 Force majeure provisions 

Balanced risk allocation prevents excessive vendor pricing while protecting 
project interests. 

11.5 Supply Chain Risk Controls 

For international procurement, supply chain risk mitigation may include: 

 Diversified sourcing (where feasible) 

 Early procurement planning for long-lead items 

 Buffer time in schedule 

 Currency risk assessment 

 Customs clearance planning 

Supply chain resilience planning reduces schedule disruption risk. 

11.6 Ongoing Risk Monitoring 

Procurement risks shall be monitored continuously during contract execution. 

Monitoring mechanisms include: 

 Performance monitoring reports 

 Schedule variance tracking 

 Cost variance analysis 

 Security compliance audits 

 Vendor performance reviews 

Emerging risks shall be added to the Risk Register and addressed through 
mitigation or contingency actions. 

11.7 Escalation and Contingency Activation 

If procurement risks materialize: 

 Corrective action plans shall be initiated 

 Change Control procedures shall be followed for cost/schedule impact 

 Steering Committee escalation shall occur for high-impact risks 
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 Management reserve utilization shall follow formal approval 

Escalation protocols ensure governance visibility and rapid response. 
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12. Procurement Financial Controls:  

Procurement Financial Controls within the NCPBF project establish a structured 
framework to ensure that all procurement-related financial commitments, 
disbursements, and adjustments remain aligned with approved budgets, 
financial governance thresholds, and institutional accountability standards. Given 
the project’s high capital investment and regulatory exposure, procurement 
financial discipline is critical to protecting baseline integrity and preventing 

unauthorized financial commitments. 

Procurement financial control mechanisms are designed to integrate seamlessly 
with the Financial Management Plan, Cost Baseline, and Change Control 
framework. No procurement commitment shall be executed without financial 
validation and formal authorization. 

12.1 Budget Alignment Prior to Contract Award 

Before any contract award, formal budget verification must be completed to 

confirm that sufficient funds are available within the approved Cost Baseline. 

Budget alignment requires: 

 Confirmation that the procurement is traceable to a defined WBS control 
account 

 Verification that the total evaluated contract value fits within allocated 

budget 

 Review of contingency sufficiency 

 Confirmation of funding availability in the time-phased disbursement 

schedule 

If the proposed award exceeds available budget, the procurement shall not 
proceed unless formal re-baselining or reserve allocation approval is obtained 

through established governance channels. 

12.2 Milestone-Based Payment Structure 

All procurement contracts shall incorporate milestone-based payment structures 
tied to measurable and verified deliverables. 

Milestone payments shall: 
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 Correspond to clearly defined performance outputs 

 Be linked to formal deliverable acceptance documentation 

 Reflect proportional progress against scope 

 Prevent excessive upfront financial exposure 

Advance payments, where permitted, must be supported by performance 

guarantees or bank securities. Final payment shall be contingent upon full 
compliance verification and resolution of outstanding obligations. 

Milestone-based disbursement ensures financial exposure aligns with verified 

progress and reduces risk of vendor non-performance. 

12.3 Dual Signatory Approval for High-Value Payments 

To strengthen financial governance and prevent unauthorized disbursements, 
high-value payments shall require dual signatory approval. 

Dual approval shall include: 

 Technical confirmation of deliverable completion 

 Financial validation by PMO Finance Controller 

 Authorization by delegated authority based on financial thresholds 

This segregation of duties ensures that no single individual can independently 
authorize significant financial disbursement, thereby reducing fraud and 

governance risk. 

12.4 Change Order Cost Impact Review 

Any contract modification impacting cost must undergo formal financial review 

prior to approval. 

Change order cost impact review shall include: 

 Detailed cost breakdown of proposed modification 

 Assessment of alignment with remaining budget allocation 

 Evaluation of impact on contingency reserves 

 Schedule impact assessment 
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 Risk exposure analysis 

No change order with financial impact may be implemented without formal 
Change Control Board (CCB) approval and documented baseline update where 

required. 

12.5 Reserve Usage Approval 

Where procurement cost impact requires utilization of contingency or 
management reserve, formal approval must be obtained in accordance with 
defined financial governance thresholds. 

Reserve utilization requires: 

 Justification of cost increase 

 Confirmation that impact is risk-driven and not performance failure 

 Documentation of root cause 

 Approval by authorized governance body (CCB or Steering Committee 

depending on threshold) 

Reserve usage shall be tracked and reported in monthly financial performance 

reports to maintain transparency and audit readiness. 

12.6 Financial Threshold Compliance 

Procurement commitments shall not exceed approved financial authority 
thresholds. 

Threshold compliance requires: 

 Verification of approval level prior to contract signature 

 Escalation to Procurement Committee or Steering Committee when 
required 

 Documentation of approval authority 

 Prohibition of artificial contract splitting to avoid threshold escalation 

Any procurement commitment made outside authorized thresholds shall be 
considered a governance violation and subject to review. 
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12.7 Financial Monitoring During Contract Execution 

Financial control does not end at contract award. Ongoing financial monitoring 
shall include: 

 Tracking of cumulative payments against contract value 

 Monitoring of cost variance trends 

 Verification of compliance with payment schedule 

 Review of change-driven financial adjustments 

 Periodic reconciliation of contract financial status 

Procurement-related financial data shall be integrated into Earned Value 

Management (EVM) reporting to maintain cost performance visibility. 

12.8 Audit and Documentation Requirements 

All procurement financial activities must be: 

 Fully documented 

 Traceable to control accounts 

 Linked to contractual deliverables 

 Archived within controlled repository 

 Retained for regulatory audit period 

Audit readiness requires complete documentation of: 

 Budget verification 

 Payment approvals 

 Change order approvals 

 Reserve usage authorization 

 Threshold compliance records 
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13. Ethical and Compliance Standards: 

Ethical conduct and regulatory compliance are foundational principles governing 
all procurement activities within the NCPBF project. Given the project’s national 
strategic importance, capital magnitude, and security-sensitive scope, 
procurement integrity is essential to protect institutional credibility, financial 

accountability, and public trust. 

All procurement activities shall be conducted in accordance with established 
transparency principles, anti-corruption policies, conflict of interest controls, 
confidentiality obligations, and applicable regulatory procurement standards. 
Ethical discipline is mandatory and non-negotiable at every stage of 
procurement planning, solicitation, evaluation, contract award, and 
administration. 

13.1 Transparency Principles 

Transparency ensures fairness, accountability, and defensibility in procurement 

decision-making. 

Transparency requirements include: 

 Clear documentation of procurement strategies 

 Predefined evaluation criteria established prior to solicitation release 

 Formal recording of evaluation deliberations 

 Traceability of award decisions to documented scoring 

 Archiving of procurement records for audit review 

Transparency does not require public disclosure of classified or security-sensitive 
information; however, decision processes must remain internally traceable and 

defensible. 

Transparent procurement practices reduce corruption risk and strengthen 

governance integrity. 

13.2 Anti-Corruption Policies 

All procurement personnel, committee members, and decision-makers must 

adhere to strict anti-corruption standards. 
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Prohibited practices include: 

 Bribery or solicitation of improper benefits 

 Undisclosed financial interests 

 Preferential treatment of vendors 

 Manipulation of evaluation criteria 

 Artificial contract splitting to bypass thresholds 

Any indication of corrupt behavior must be immediately reported through 

established governance channels. 

Anti-corruption compliance safeguards institutional reputation and protects 

public resources. 

13.3 Conflict of Interest Declarations 

All individuals involved in procurement activities shall formally declare any actual, 

perceived, or potential conflicts of interest. 

Conflict of interest controls include: 

 Mandatory signed declarations prior to participation in evaluation 
committees 

 Recusal from evaluation where conflict exists 

 Disclosure of financial or personal relationships with bidders 

 Prohibition of vendor-related financial interests 

Failure to disclose conflicts of interest constitutes a serious governance violation. 

13.4 Confidentiality Agreements 

Procurement participants, including internal personnel and external advisors, 
shall sign confidentiality agreements where appropriate. 

Confidentiality obligations include: 

 Protection of vendor proposals 

 Controlled handling of technical specifications 
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 Secure storage of sensitive documentation 

 Prohibition of unauthorized disclosure 

For security-sensitive procurements, enhanced confidentiality protocols shall 

apply, including restricted access and encrypted document transmission. 

13.5 Regulatory Procurement Standards 

All procurement activities must comply with: 

 Applicable national procurement regulations 

 Central Bank governance policies 

 Financial management standards 

 Audit and documentation retention requirements 

 Security classification controls 

Regulatory compliance must be verified prior to contract award and during 

contract administration. 

Non-compliance may result in procurement cancellation, contract suspension, or 

disciplinary action. 

13.6 Reporting and Investigation Mechanisms 

Any suspected violation of procurement ethics shall trigger formal review and 
investigation procedures. 

This includes: 

 Documentation of alleged violation 

 Independent review by governance authority 

 Temporary suspension of affected procurement activities (if necessary) 

 Escalation to Steering Committee where required 

 Implementation of corrective or disciplinary measures 

Violation of procurement ethics may result in: 

 Disqualification of vendor 
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 Termination of contract 

 Administrative sanctions 

 Legal action where applicable 

Ethical enforcement ensures institutional accountability and deters misconduct. 
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14. Procurement Reporting: 

Procurement Reporting within the NCPBF project establishes a structured 
mechanism for monitoring, controlling, and communicating procurement 
performance, financial exposure, vendor accountability, and risk status to 
governance bodies. Given the capital magnitude, technical integration 
complexity, and security-sensitive components of the project, procurement 
reporting must provide accurate, timely, and decision-oriented information to 

support oversight and strategic control. 

Procurement reporting serves three primary objectives: 

1. Maintain financial transparency 

2. Monitor vendor and contract performance 

3. Provide governance visibility over procurement-related risks 

All procurement reports must be traceable to approved baselines, supported by 
documented data, and aligned with financial and risk management systems. 

14.1 Contract Value Tracking 

Contract value tracking ensures continuous visibility of procurement financial 

commitments relative to the approved Cost Baseline. 

This reporting component shall include: 

 Original contract value 

 Approved change orders 

 Revised contract value 

 Cumulative payments made 

 Remaining financial exposure 

 Percentage of contract completed 

Contract value tracking prevents budget overcommitment and ensures 

procurement spending remains within authorized financial thresholds. 

High-value or high-risk contracts shall be flagged for enhanced monitoring. 
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14.2 Change Order Summary 

A structured Change Order Summary shall be included in procurement reporting 
to monitor contractual modifications and their cumulative impact. 

This summary shall include: 

 Total number of change orders 

 Approved cost impact of change orders 

 Schedule impact of change orders 

 Contingency utilization related to procurement changes 

 Pending change requests under review 

Change order trend analysis is critical for identifying scope creep, specification 

weaknesses, or vendor performance issues. 

Frequent change orders may indicate design immaturity or contract 

management deficiencies and shall be escalated for governance review. 

14.3 Vendor Performance Evaluation 

Procurement reporting shall include structured vendor performance evaluation 
metrics. 

Vendor performance indicators may include: 

 Schedule adherence 

 Quality compliance 

 Defect rate 

 Responsiveness to issues 

 Security compliance adherence 

 Contractual obligation fulfillment 

Performance ratings shall be documented and retained to inform future 
procurement decisions and vendor prequalification processes. 

Underperformance shall trigger corrective action plans or contractual remedies. 
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14.4 Procurement Cycle Time Analysis 

Procurement cycle time analysis measures the duration required to complete 
procurement stages, from need identification to contract award. 

This analysis shall include: 

 Average time for specification development 

 Average solicitation duration 

 Evaluation period duration 

 Contract approval cycle time 

 Total procurement lead time 

Cycle time analysis helps identify bottlenecks in procurement planning, 

governance approval delays, or administrative inefficiencies. 

Improving procurement cycle efficiency enhances schedule predictability and 

project momentum. 

14.5 Risk Exposure Summary 

Procurement reporting shall include a consolidated summary of procurement-
related risks. 

This section shall: 

 Identify high and critical procurement risks 

 Highlight risk mitigation status 

 Summarize vendor-related risk trends 

 Report supply chain vulnerabilities 

 Flag emerging financial exposure 

Risk exposure reporting ensures that procurement risks remain integrated with the 

broader Project Risk Register and receive appropriate governance attention. 

14.6 Reporting Frequency and Governance Distribution 

Procurement reports shall be submitted: 
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 Monthly to the Project Management Office (PMO) 

 Quarterly to the Steering Committee 

Monthly reports shall focus on operational monitoring, performance trends, and 

emerging risks. 

Quarterly reports shall provide executive-level summaries, highlighting: 

 Financial exposure trends 

 Strategic vendor performance issues 

 Significant change order impact 

 Security-sensitive procurement status 

 Compliance adherence 

Immediate escalation shall occur if material financial irregularity, security breach, 

or vendor failure is detected. 

14.7 Data Integrity and Audit Readiness 

All procurement reporting data must be: 

 Supported by documented evidence 

 Reconciled with financial systems 

 Traceable to contract records 

 Archived in the controlled repository 

Reports must be audit-ready and capable of supporting independent review. 
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15. Procurement Closeout: 

Procurement Closeout represents the formal and structured process through 
which contractual obligations are verified as complete, financial commitments 
are reconciled, compliance requirements are confirmed, and contractual records 
are archived. Within the NCPBF project, procurement closeout is a critical 
governance checkpoint that ensures no residual financial, legal, operational, or 
security exposure remains after contract completion. 

Procurement closeout is not merely administrative finalization; it is a controlled 
validation process that confirms the vendor has fully satisfied contractual scope, 
quality, schedule, and security obligations in alignment with approved baselines 

and regulatory requirements. 

15.1 Final Deliverable Acceptance 

Formal deliverable acceptance is required prior to initiating procurement 
closeout. 

This includes: 

 Verification that all contractual deliverables have been completed 

 Confirmation of compliance with technical specifications 

 Validation of performance requirements through testing (if applicable) 

 Resolution of outstanding defects or punch list items 

 Issuance of formal acceptance certificate 

Acceptance must be documented and signed by authorized technical and 
project representatives. No contract shall proceed to financial closure without 
documented deliverable acceptance. 

15.2 Contract Performance Confirmation 

Contract performance confirmation ensures that the vendor has met all 

contractual obligations beyond basic deliverable completion. 

This review includes: 

 Schedule performance evaluation 
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 Quality compliance review 

 Verification of change order completion 

 Confirmation of adherence to security protocols 

 Evaluation of contractual reporting obligations 

Any unresolved performance issues must be addressed prior to final closure or 

formally documented if covered by warranty. 

15.3 Final Invoice Settlement 

Final invoice settlement ensures that all financial obligations under the contract 

have been reconciled and settled. 

This includes: 

 Verification that all milestone payments have been completed 

 Confirmation of retention release eligibility 

 Reconciliation of advance payments 

 Validation that no outstanding financial claims remain 

 Financial clearance confirmation by PMO Finance Controller 

Final payment shall not be issued until full compliance verification is completed 

and documented. 

15.4 Warranty Documentation Verification 

Where contracts include warranty provisions, procurement closeout must 

confirm: 

 Receipt of warranty certificates 

 Defined warranty coverage duration 

 Maintenance support terms 

 Spare parts commitments 

 Warranty claim procedures 
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Warranty documentation shall be transferred to operational management teams 

for post-project lifecycle management. 

15.5 Security Compliance Confirmation 

Given the secure nature of the NCPBF project, procurement closeout must include 
formal confirmation that all security obligations have been satisfied. 

Security confirmation may include: 

 Return or secure disposal of classified documentation 

 Revocation of vendor system access credentials 

 Confirmation of secure data deletion (if applicable) 

 Verification of compliance with confidentiality agreements 

 Review of facility access logs 

Security compliance must be documented and validated prior to contract 

archive. 

15.6 Contract Archive Documentation 

All contract records shall be formally archived within the controlled document 
repository. 

Archived documentation shall include: 

 Original contract agreement 

 Approved change orders 

 Performance bonds and guarantees 

 Inspection and acceptance certificates 

 Payment records 

 Security clearance documentation 

 Final evaluation report 

 Closeout confirmation memorandum 
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Records must be stored in accordance with regulatory retention requirements 

and remain accessible for audit review. 

15.7 Lessons Learned and Vendor Performance Record 

Procurement closeout shall also document lessons learned related to: 

 Vendor performance 

 Contract structuring effectiveness 

 Risk realization 

 Change order trends 

 Financial accuracy 

 Security compliance experience 

Vendor performance records shall be updated to inform future procurement 

prequalification processes. 
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